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	Assessment 11.

I. Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device in a way that is suitable for presentation in a court of law. The goal of computer forensics is to perform a structured investigation while maintaining a documented chain of evidence to find out exactly what happened on a computing device and who was responsible for it. Investigators use a variety of techniques and proprietary software forensic applications to examine the copy, searching hidden folders and unallocated disk space for copies of deleted, encrypted, or damaged files. Any evidence found on the digital copy is carefully documented in a "finding report" and verified with the original in preparation for legal proceedings that involve discovery, depositions, or actual litigation. SearchSecurity,. 2015.

II. What would have been correspondence and phone conversations in the past have now been replaced with formats that are stored digitally.Emrisk.com 2015. Because so much is stored in a digital form, computer forensics has become essential in a number of forensic investigations. In many circumstances, businesses find that there some electronic data that a forensic expert must preserve, retrieve and analyse in connection with the investigation. Also if the matter proceeds to court, the forensic expert is needed to testify about the integrity of the evidence and the conclusion reached as a result of the forensic analysis.

III. The equipment from  which data can be retrieved are:

· Laptop computers

· Removable disks

· Pc's and workstation printers

· Solid state storage

· Fax machines

· Thumb drives

· IP telephones

· Tapes

· Personal digital assistants

· CD's and DVD's

· Cell phones

· E-mail servers

· Scanners

· Voicemail

· Copiers

· Recycle bin

· iPods and MP3 players

· Instant messenger

· Mainframes and servers

· Cloud storage

IV. Cast et al 2008, discuss the characteristics of computer forensic analysis thus; Computer forensic analysis is a branch of digital forensic science pertaining to evidence found in computers and digital storage media. The goal of computer forensics is to examine digital media in a forensically sound manner with the aim of identifying, preserving, recovering, analysing and presenting facts and opinions about the digital information.

Although it is most often associated with the investigation of a wide variety of computer crime, computer forensics may also be used in civil proceedings. The discipline involves similar techniques and principles to data recovery, but with additional guidelines and practices designed to create a legal audit trail.

Evidence from computer forensics investigations is usually subjected to the same guidelines and practices of other digital evidence. It has been used in a number of high-profile cases and is becoming widely accepted as reliable within U.S. and European court systems.

V. Some of the benefits of data analysis are:

· Allows for the identification of important (and often mission-critical) trends

· Helps businesses identify performance problems that require some sort of action

· Can be viewed in a visual manner, which leads to faster and better decisions

· Reduction of sampling tasks.
· Assists in comparing data from different sources.
· Periodic monitoring of data over time identifies false positives and potential risk factors.
· Quickly identifies and extracts certain risk criteria from the entire population for further analysis.
· Tests internal controls and policies for efficacy in identifying weaknesses.
· Highlights trends that are unknown to company personnel, consultants and forensic accountants.
2.
The legal factors to be considered are extensive and according to i Aicpa.org,. 
2015, include :

· Are the data being collected pursuant to a subpoena? 

· Is the engagement team working at the direction of counsel, under privilege? 

· Is the expert fully qualified and licensed where necessary and providing a sound opinion? For example, could the forensic accountant sustain challenges?

·  Does state law require that the data be collected and analysed by a licensed private investigator?

·  If data are being collected internationally, is the engagement team familiar with international privacy laws? 

· Does the forensic accountant or client have legal authority to gather the data? 

· To whom does the data belong? 

· Are there privacy concerns? W

· ill the scope of the examination be limited to only relevant data? 

· Is there an expectation that data may be located on the devices that would require reporting to law enforcement authorities (child pornography, national security issues)? 

· It is best to discuss these issues with legal counsel prior to beginning a computer forensics engagement to make sure that all relevant legal requirements are met and that the protocols are designed to ensure compliance

· What is the nature of the engagement, (i.e., investigation, dispute, regulatory compliance assessment)? 

· What is the nature of the matter – civil, criminal or regulatory proceeding? 

· What is the relevant date range of activity? 

· What are the corporate departments that are impacted? Accounting? Legal? Marketing? Executive suite? 

· What are the known key documents? Are there copies of any litigation, subpoenas or other relevant legal papers that can be produced for the forensic accountant? Is the data subject to any preservation order or requirement?

·  What is the monetary value/issue in controversy? Does the person requesting the examination have the legal authority to possess and examine the equipment? 

· What is the expected scope of the examination?

·  How many devices? What type? Will data have to be collected from a computer network? What is the identification and contact information of the investigative team? 

· What important information is known to the investigative team to date, such as known associates, account numbers, key emails, product names, etc.?

·  What computer systems and technology will be examined? Types of computers (Mac, PCs or others), type of servers (Outlook, SQL), Smartphone's (iPhone or BlackBerry)? 

· What is the number, make, model and storage capacity of every device or media to be examined?

·  Who is the key point of contact with the client’s internal IT department? 

· What operating systems, email systems, application and document management systems are in use? 

· What, if any, encryption tools are in use? What is the nature and type of structured data stores to be analyzed? Is there a data map of the network? 

· What, if any, prior forensic work has been performed? What are the relevant corporate policies (privacy, confidentiality, IT security and usage)? 

· What are the usernames, passwords and employee numbers? What is the personal identifiable information of the users (such as date of birth, SSN)? 

· What access level was each user granted?

3.
A number of tools are available to the forensic accountant that can assist with 
data analysis initiatives. The chart below lists some of them.
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Basic Productivity Software

Excal/Office Add-on Data
Analysis Software

Data Analysis Software

DESCRIPTION

‘The forensic accountant may
use common software used
for other business purposes
Typically, the forensic
accountant will need to.
acquire intermediate and
some advanced expertise

of the product.

Intuitive programs that
provide users with
easy-to-use utilties

that leverage Excel

and other Microsoft
products to perform data
analysis. Excellent price
performance, enabling
users new to data analysis
to experiment ith
potential benefits without
incurting significant
implementation or
training expenses.

Comprehensive data
analysis programs

that support various
investigative activites,
including conversion of
muliple electronic
formats into a format
that can be used.

Special purpose software
to faciltate advanced data
analysis inquiry or special
investigative purposes,
e.q., data mining, security
and access.

Excel, Access

ActiveData,
TopCaats.

IDEA, ACL

WiSoft, SAS,
5PSS, Qualys




4.
Chain of custody refers to official documentation of the complete sequence of activities connected with collection, custody, transfer, examination, and deposition of evidence used in legal proceedings.


The evidence can be a physical evidence such as drugs seized from a person, or a weapon used in a crime. It can also be some evidence in electronic or other forms such as video recording or some storage medium in computer.


The chain of custody must include:

· Detailed information on persons collecting and handling the evidence, and their signatures.

· Every device's condition, description, make, model number and serial number.

· The exact physical location of each piece of evidence, including the address and room number.

· Timing of various actions by such persons, conditions under which the actions took place, and the precautions taken to prevent tempering with the evidence.

· Markings on the device including case/project number, item number, and the initials of the person who has marked the device.


The purpose of chain of custody of evidence is to ensure and provide a proof that no unauthorised access or tampering with the evidence took place. Without such back up of chain of custody, no evidence is valid in a court of law.
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