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The Investigative Process
ASSESSMENT # 5

1. Short Answers

i. 
· Financial crime investigations can be divided into two categories: reactive and proactive. 
· Reactive investigations are typically initiated by citizen/victim complaints and are a result of an external notification of the crime. 
· The investigator will react only when the crime has been reported by an affected party, that is employee, spouse, customer, stockholder, management, or auditor. 
· On the other hand, Proactive investigations take place as a result of the investigator’s findings. The investigator does not wait for the 


aggrieved party to complain and initiates action based on the evidence of fraud.
· Sometimes the victim reports the crime only after the suspect’s employment has been terminated or he/she has left the organization; occasionally, however, the suspect is still working for the company and is unaware of the suspicions being harbored against him/her. Both these situations have their own set of problems and therefore have to
Be dealt with using different logistical approaches.	

			

· A reactive investigative approach may entail collecting invoices, receipts and documents as evidence, but a proactive approach would be just as effective. Although reactive approaches may be crucial for investigations, a proactive approach may sometimes gain the auditor much needed evidence.
· Although reactive approaches may be crucial for investigations, a proactive approach may sometimes gain the auditor much needed evidence.

ii. 											
INTRODUCTION:

Solvability factors refer to those characteristics of a case that indicate how successful the investigation is likely to be. Identifying and discarding 


unsolvable cases leaves more time and resources for those cases that have a higher probability of being investigated successfully. Solvability factors can be classified as weighted or
 Un- weighted.



          MAIN ANSWER:

a. Weighted solvability factors:

· Weighted systems separate the more solvable factors from the less solvable ones. They recognize that not all factors are equally important; for example, fingerprints found at the crime scene hold more weight than the existence of a witness.
· Statistical research and anecdotal experience determine weights in advance. Stanford Research International’s (SRI) Felony Investigation Decision Model for Burglary and Robbery is an example of a weighted system.

b. Un-weighted solvability factors:

· These systems do not assign weights to factors; therefore, all factors are equally important. The presence of factors determines whether the case will be investigated further or not. 



· Un-weighted schemes are usually based on anecdotal data and are specific to each agency.
· Every investigation is unique depending on the specifics of the case, but the success of every investigation relies on the combination of skill, knowledge, and a sound investigative process. Without a well-defined, efficient process, even the most knowledgeable and skilful of investigators will fail to achieve a successful outcome.
· The consistency and reliability of the investigative process can be ensured with a sound technique, awareness of the unique nature of financial crimes, and logic.

iii. 		
Goal - setting and planning is very important for the soundness of an investigative process; because:-
							
· Goal-setting is the primary task of the investigator regardless of how the complaint has been generated. In both proactive and reactive approaches the starting point is the complaint, and the ultimate goal is to establish a case with a legal basis for investigation and a successful outcome.
· A fraud investigator’s first aim is to identify the complainant’s goal. For a criminal fraud investigation, this is fairly simple as the goal of the aggrieved party is to obtain reimbursement and/or the incarceration of the suspect.
· For a civil fraud investigator, this aim may not be as simple and clearly defined.
· Complainants are the investigator’s customers. They may be involuntary customers, but they expect obtainable and acceptable results from the investigation. 


· They seek the help of fraud investigators and expect certain outcomes.
· Customers’ satisfaction depends on the extent to which their expectations are realistic and reasonable. Usually, rational expectations lead to satisfied customers. 
· Goals provide a solid foundation for the investigation to progress. Therefore, if these goals are ill-defined, poorly designed, or unrealistic, the entire investigation is likely to be conducted in a haphazard manner and the investigative plan may not be executed properly.


iv. 
INTRODUCTION:

· Developing a plan is the second task after defining the goals. 
It is almost impossible to conduct a financial investigation successfully without having a sound plan. 
· The plan must be strong but sufficiently flexible to accommodate changes during the course of the investigation. It is possible to manage the flow of information and control the volume of evidence with an efficient plan.



·  There are three major factors involved in a sound investigative plan:

MAIN ANSWER:

a. Focus:

· An investigative plan should be focused and consistent with the goals of the investigation. This implies that warning signs and leads are not overlooked, and that there is no duplication of tasks.

b. Control:

· Financial crime investigations tend to get out of hand and multiply in terms of the information under consideration; therefore, it is very important to maintain control of the investigation.
· A carefully conceived plan helps manage investigations, and even though the flood of evidence and information is inevitable, a strong plan makes it less destructive for the investigation as a whole.

c.     Adaptability:

· Financial investigations are ever evolving. They always grow, and sometimes even shrink, but they are constantly changing. Therefore, a good plan must be accommodating and flexible enough to adapt to these changes; otherwise, even a slight change will render the plan useless.
· The investigator will then have to hurriedly re-evaluate the 


· plan, formulate a new one, or work with a temporary plan, which is never advisable.
· Changes in the circumstances surrounding the environment do not have to translate into changes to the whole plan, which is why the original plan must be adaptable.

v. 

Stages involved in planning an investigative plan; are:-
INTRODUCTION:
· Pre-planning is a way of avoiding reactive decision-making in favor of anticipating all possible scenarios and devising a carefully deliberated reaction should certain operational compromises have to be made.
· Hasty decisions taken under pressure are often devoid of the depth and insight that a carefully planned course of action possesses.
	
	MAIN ANSWER:

a) Financial Planning:

· Investigators should be fiscally responsible and conserve their resources through preplanning because money is always scarce regardless of 


whether the investigator is working for a private client or for the district attorney’s office.
· The investigators need to identify potentially expensive issues beforehand in order to consider the alternatives while there is still time.
·  Making important fiscal decisions under pressure is likely to involve spending more than necessary.
· The phone tap is a very thorough tool for investigative purposes. However, the investigator must consider its net cost in terms of money and the man-hours involved before taking a decision.

b) Personnel Planning:

· After determining the scope and direction of the investigation, the next step is to predict the number of personnel that will be needed to conduct the investigation efficiently. It is desirable to pre-plan for staffing requirements, especially in long and complex cases.
· Obtaining help from experts is one way of identifying important personnel positions. Sometimes, certain financial transactions and situations are beyond the ability of the investigator to fully comprehend; therefore, outside help can be important in these cases.
· Experts and consultants in the areas of accounting, securities and stocks, corporate governance and international financial transactions may be helpful to the investigation. Regardless of the integrity issue, experts are always valuable assets as they help investigators save time.

c)  Technology Planning:

·    Investing in the latest technology is a necessity, especially as the world is undergoing a digital revolution and everything is becoming more computerized. Such investments, either temporary or permanent, must be carefully planned.

·    Short-term or temporary investments would include rental equipment, such as a high-tech surveillance camera to monitor the suspect’s activities.
·     Long-term investments would include purchasing the latest computer software or upgrading the equipment.
·    While technological investments are usually pre-planned and evaluated with a cost-benefit analysis, short-term investments tend to be unpredictable.

		CONCLUSION:

·    To sum up the discussion above, planning does not prevent investigative hurdles; it simply makes them much more manageable and less detrimental to the outcomes.
·     The actual investigation begins once planning is complete. It begins by identifying witnesses, collecting documents, analyzing and assembling them into exhibits, and finally, if everything goes according to the plan, charging a suspect.
·    If the plan is sound and if there is a reason behind each of its steps, then it can be adapted or modified as per requirements.
·    The underlying logic is much more important than a strict order according to which the plan has to be executed. Therefore, the investigative plan is more of an outline than a strict guidebook.










vi. 
		Three main areas of intelligence gathering process are:-

	INTRODUCTION:

· The investigators are able to proceed to obtaining background information on the main suspect in the crime after they have collected all available knowledge about the business and the industry. 
· It is important to have a strong foundation and thorough knowledge of the business structure and processes upon which further investigation will be built. This is called the intelligence-gathering phase of the investigation.
· Intelligence-gathering can be crucial to the success of an investigation. Strong intelligence will give the investigator more confidence in taking decisions.
· Intelligence-gathering can be categorized into surveillance, database searches, and trash collection. It is up to the investigator to add more techniques and tools, as the following three categories are only the starting point.

	MAIN ANSWER:

a) Surveillance:

·    Surveillance of the suspect’s or victim’s actions may provide valuable information and uncover facts related to the following:



· Valuable assets (boats, cars, etc.) owned by the suspect or people close to the suspect.
· Banks and financial institutions.
· Homes, buildings, and other real estate in the possession of the people relevant to the case.
·    Although these things are visible to everyone, they may not have traceable documentation; therefore, finding out about them early on in the investigation may help investigators in future negotiations.
·    Surveillance may also identify key acquaintances who might be summoned for interviews and questioning. 

b) Database Searches:

·    Data have a number of uses, ranging from tracking people to predicting their buying preferences. Databases contain a vast amount of information without which the economy would be paralyzed.
·    Every transaction that takes place in a market economy is stored as data somewhere. These transactions include using a debit card, having a driver’s license renewed, paying for goods or services with credit card, etc.
·    Therefore, it is crucial that investigators access databases, analyze the information stored in them, and piece this information together in order to gain a clear picture of their target. Databases are divided into two categories: public and private.

c) Trash Collection:

·    This job can be unpleasant and degrading as it literally means searching through someone’s trash in search of information; most people will avoid it as far as possible. It is, however, a very effective information-gathering tool because people are usually careless about discarding receipts, documents, personal items, etc.

·    Although the courts are generally protective of an individual’s right to personal freedom and privacy, they still assume that this right does not extend to items that have been discarded.
·    Collecting trash and searching for information in it have long been valuable sources of evidence for journalists, police and investigators. Sometimes garbage may contain the one missing piece of evidence that is required to complete the whole picture.

2. 
		Databases are divided into two categories: public and private.


		
		INTRODUCTION:

·    Data have a number of uses, ranging from tracking people to predicting their buying preferences. Databases contain a vast amount of information without which the economy would be paralyzed.
·    Every transaction that takes place in a market economy is stored as data somewhere. These transactions include using a debit card, having a driver’s license renewed, paying for goods or services with credit card, etc.
·    Therefore, it is crucial that investigators access databases, analyze the information stored in them, and piece this information together in order to gain a clear picture of their target. Databases are divided into two categories: public and private.

		
                               MAIN ANSWER:

a.      Private databases:

· These are databases to which access is restricted. They may include both government and commercial sources. An example of a private database is a credit-reporting service such as Experian.

· Private databases can store a variety of crucial information such as data related to real estate, telephone listings, uniform commercial code liens, etc.
· Individuals might access private databases in exchange for a fee, while some information can only be accessed by law enforcement personnel for legitimate purposes.

b.       Public data bases:

· These are less speedy but also less costly than private databases. Nowadays, more and more information is being made public as many government departments are making their databases available on the Internet free of charge.
· For example, property and tax assessment records can be accessed easily through the county clerk’s office. Corporate filings, civil and criminal histories and other such records are available at a nominal fee or free of charge.
· Although most public data are said to be free, convenience has to be compromised. Whereas private databases can be accessed without difficulty if one is willing to pay and if one knows precisely what one is looking for, public databases are invariably much more complex.


· On the other hand, commercial databases do not involve such effort, provided that a fee is paid. Therefore, there is a trade-off to be made between convenience and cost, and this choice has to be made by the investigator and the customer.
· The World Wide Web is the biggest public database in the world. Similarly, most organizations have their own websites online with employee/management listings and profiles. These websites can be accessed free of charge, and although some 
companies do not update their websites regularly, they are still very helpful sources of information.

3. 
“Financial crime investigations generally result in higher volumes of evidence and more complicated theories of evidence than non-financial crime.’

INTODUCTION:

Financial crimes are crimes against property, involving the unlawful conversion of the ownership of property (belonging to one person) to one's own personal use and benefit. Financial crimes may involve fraud  theft; scams or confidence tricks; tax evasion;  identity theft; money laundering; and forgery and counterfeiting, including the production of Counterfeit money and consumer goods.

Non Financial crimes are not related to money and their impact is less as compared to financial crimes

MAIN ANSWER:

· All investigations, from those involving murder to those focused on financial crime, go through similar stages. Investigations begin with initiation and then proceed towards planning, execution, prosecution and, finally, reflection.

· Although non-financial crime investigations have their own set of challenges, financial crime investigations require more evidence and are more complex than most murder and non-financial crime investigations.
· Therefore, understanding the process of investigation and minimizing errors is even more important in financial crime investigations. These investigations require the most skilled and experienced investigators.
· Financial crime investigations can be divided into two categories: reactive and proactive. 
· Reactive investigations are typically initiated by citizen/victim complaints and are a result of an external notification of the crime. The investigator will react only when the crime has been reported by an affected party, that is employee, spouse, customer, stockholder, management, or auditor. 
· On the other hand, Proactive investigations take place as a result of the investigator’s findings. The investigator does not wait for the aggrieved party to complain and initiates action based on the evidence of fraud.

			

· Sometimes, financial crime is discovered accidentally in the wake of a different fraud investigation, while on other occasions the investigator has a general suspicion of wrongdoing and finds evidence of fraud when he/she digs deeper into the matter.
· In a financial crime investigation, an acceptable outcome is the final outcome that might reasonably be expected considering the current state of the law. “Current” refers to the period of time delimited by the criminal acts in question.



· The investigator must possess a high level of skill and a deep understanding of financial crimes. His/her skill set must include a thorough knowledge of investigative methods and techniques.
· The investigator must also have an extensive understanding of the rules of obtaining and handling evidence and must ensure that all legal requirements are fulfilled in order to successfully prosecute a case (be it civil and criminal).
· Financial crime investigations usually require a heavy load of information. Investigators may be buried under volumes of financial information if they do not have a sound plan to manage it.
· Financial crime investigations tend to get out of hand and multiply in terms of the information under consideration; therefore, it is very important to maintain control of the investigation.
· The investigative process of dealing with a financial crime is similar in many ways to that of other types of crimes, although there are some fundamental differences that set financial crimes apart from others.

          CONCLUSION:

          Therefore, “ Financial crime investigations generally result in higher volumes   
         of evidence and more complicated theories of evidence than non-financial   crime.’
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                 CASE STUDY:

            i.
	INTRODUCTION:

	Understanding the accounting system:

· The goal during the background stage is to familiarize with all possible facts about the accounting system.
·  Knowing the business will enable the forensic expert to locate important documents whenever necessary.
· There is also the more difficult task of getting to know business processes, i.e. how the business conducts its operations. Ascertaining the method of accounting used by the business is likely to prove advantageous later on.
· For example, the investigator should know whether the business uses cash basis or accrual basis for accounting.

           MAIN ANSWER:

         The owner was unable in maintaining effective internal control over financial   reporting.  However, in my opinion there were significant deficiencies in internal controls system.

· Issues with network security controls during testing of threat and vulnerability management processes;
· Lack of comprehensive Agency-wide policy and procedures related to management of application and system software changes, including identification of all critical types of changes, security categorization and risk analysis for changes, testing requirements based on risk, and requirements for the review and approval of testing results;



· Lack of controls related to identifying and monitoring high-risk programs operating on the mainframe; and 
· Weaknesses in logical access controls, such as access authorization, access removal, profile content, and analysis review program and supporting profile controls.

         In addition to the Information Systems Control significant deficiency, , 
         identified  deficiencies in internal control that, when aggregated, are 
         considered to be a significant deficiency related to weaknesses in internal       
          controls related to Calculation, Recording, and Prevention of Overpayments.

· Control weaknesses over overpayment documentation and overpayment calculation errors which can lead to difficulties in substantiating accounts receivable balances.
· As all transactions are recorded digitally in the organization’s computer database, it is very difficult to assign responsibility or blame to one person for a particular transaction or set of transactions.
· The organization’s IT security was below par and apportioning responsibility for fraud became almost impossible. Poor IT security is the major hurdle contributing to poor accounting system.
· Furthermore, there were differences in charge of processing deposits, how regularly invoices were sent to clients of pub, and what accounting controls were in place.


CONCLUSION:

Due to various serious deficiencies highlighted in accounting system for a pub, other than theft by Byron, there was many other cash discrepancy which leads to lacking in self devised accounting system.



ii.
         Some possible causes of shortfall other than theft by Byron are:-

· Other cash discrepancy and embezzlement can be the stealing of cash from a cash register or the company's daily bank deposit, or the stealing of customer checks received to pay accounts receivable balances.

Example,
A cashier takes in cash from a restaurant patron, rings it up on the register and hands the change to the customer. She then removes cash from the register and hits the "void" key to cancel the transaction on the tape and writes "void" on the restaurant check/tab. She has just negated the record of the sale of that meal without approval. Say she does this to the tune of only $10 a day. . . that's a $50 a week untaxed raise she's given herself at the company's expense.  Voiding a transaction makes her cash drawer balance with the register tape at the end of the day, and no one's the wiser as long as she doesn't get greedy, that is.

·    Payroll schemes and billing scams.
·    Lack of network security
·    Easy secret codes or passwords to track.
·    Skimming of Sales Proceeds is also very common.
·    Low level of internal control system.
·    Weaknesses in logical access controls, such as access authorization, access removal, profile content, and analysis review program and supporting profile controls.
·    Control weaknesses over overpayment documentation and overpayment calculation errors which can lead to difficulties in substantiating accounts receivable balances.


	In the end, when the case came to court, many of the points in the
                   forensic  expert report were put to the prosecution witnesses in cross-     
                   Examination. At the close of the prosecution, based on the evidence, 
                    the judge agreed that Byron had no case to answer and he was                
                    released.	
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