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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
1. Give short answers for the following questions:

i. Outline the difference between policies and procedures.


Policy

Rules and regulation of the business organization are framed in the form of policies. These are the guiding principles of an organization.

Policy if a guiding principle that is put in place to give direction to the employees of an organization. 

In the context of a government, it is the direction in which a particular department or ministry should move forward to achieve its goals. It serves as a guide in decision making under different sets of circumstances. This policy is always within the framework of the missions and objectives of any organization and is usually set by top brass of any organization.

Procedure

Procedure implies the step by step sequence, for the performance of activity within the organisation.

When you are in a chemistry class, the teacher tells you everything about a topic, but it is when you apply the knowledge gained in a lab practically that you realize what needs to be done at what time. It is like learning about all the parts of a car such as clutch, brakes and steering in a driving school and then applying all the knowledge gained while driving on road. 

So policies set the guidelines, and procedures are their practical applications.

If you are working in a factory, there are policies about operating a machine, but procedures are the set of actions that you need to perform while operating the machine in reality. In fact, procedures are step by step instructions that tell the employees what to do and when to do it in real life. Policies translated into action are procedures.

Differences between policy and procedure are:

• Policies guide top management in decision making, while procedures guide employees into action.
• Policies can be modified by the management, but procedures remain in force and are to be followed completely.
• Policies reflect the mission statements and objectives of a company, while procedures are practical applications of these policies.
• Policies are made by the top brass, while procedures are made in consultation with employees.

	BASIS FOR COMPARISON
	POLICIES
	PROCEDURES

	Meaning
	A precise statement which contains the set of principles acting as guidelines for achieving the goals of an organization is known as Policy.

	The Procedure is a systematic sequence for an activity or task which is predefined by an organization.



	Nature
	Policies are flexible in nature, i.e. they allow exceptional situations.

	Procedures are rigid in nature.

	Reflects
	The mission of the organization.
	Practical applicability of the policies

	Best Implemented when
	Fully acceptable by the people
	Follow a logical process.

	In support of
	Strategies
	Programs

	Involves
	Decision Making
	Actions




ii. Name some techniques that help increase the perception for detection.

Preventing fraud is generally less costly than trying to recover losses. One inexpensive, yet effective, fraud prevention measure is to increase the perception of detection. For example, internal controls are most effective at preventing fraud when they are known by those who may be tempted to steal from a public entity. This means being open about the fact that the entity is taking steps to prevent and detect fraud.


Techniques to help create the Perception of Detection 

Creating a culture of honesty and high ethics by:

· Setting the tone at the top: Tone at the top refers to the ethical atmosphere that is created in the workplace by the organization's leadership. If the tone set by managers upholds ethics and integrity, employees will be more inclined to uphold those same values. However, if upper management appears unconcerned with ethics and focuses solely on the bottom line, employees will be more prone to commit fraud because they feel that ethical conduct is not a focus or priority within the organization.

· Holding meetings to convey a message of fraud awareness to managers, directors, board members and employees.

· Making it clear vigilance against fraud is imperative.

· Establishing corporate code of conduct: A code of conduct is a policy or procedure that is specifically targeted to reduce unethical behavior (Schnatterly, 2003). Companies should create and distribute a code of conduct to all employees. However, merely having a code of conduct is not sufficient. It must be communicated frequently (Albrecht et al., 2009).

· Let people know the behavioral red flags displayed by fraud perpetrators

· Taking consistent actions in response to an alleged fraud: A person may be more likely to behave unethically if the perceived consequences will not be punished (Carpenter, 2005). Thus, fraudulent behavior should not be tolerated, on the contrary, it should always be denigrated and condemned (Krummeck, 2000).

· Regular reminders about an organization’s commitment to deter occupational fraud promote a perception of detection. 

· One of the main steps is to set up cameras, even if they are the fake cameras that are used as a deterrent.

· Fraud training for employees and management: Employees should participate in fraud awareness program that educates them about what is acceptable and unacceptable, how all parties, including them, are hurt when someone is dishonest, and what actions they should take if they see someone doing something improper (Albrecht et. al., 2009). Fraud awareness training enhances the consciousness of employees and helps to prevent fraud.

· Conducting background investigations on individuals being considered for employment: Companies should have effective policies that minimize the chance of hiring or promoting individuals with low levels of honesty, especially for positions of trust (Biegelman, 2006).

· Small entities may not have the resources for sophisticated controls but they can be receptive to communicating anti-fraud messages to employees.

· Creating a positive workplace environment: A positive working environment can promote ethical behavior among employees. When employees feel secure in their jobs and valued as people, they are less likely to justify stealing from the company (Coenen, 2008). Autocratic rather than participative management, perceived inequities in the organization, unreasonable budget expectation, and low organizational loyalty can be given as factors that detract from a positive work environment. (Biegelman, 2006).

· Responding to allegations of fraud through investigation in line with company protocols. Prosecution where appropriate

· confidential 24-hour whistleblowing telephone line

Summary

To help prevent fraudulent activities, management must implement internal controls, or structure, and know what situations to look for. Individuals commit fraud when under situational or financial pressure, when the opportunity to commit fraud is present and when the perpetrator easily rationalizes the fraudulent activity.

Effective fraud awareness is an important element in fraud prevention. Most fraudsters commit fraud if they think they can get away with it. Belief that they will be caught is the biggest deterrent. 


iii. How does internal audit help in fraud detection?

Internal  Audit Definition (Sourced from wikipedia)

Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes.
Internal auditing is a catalyst for improving an organization's governance, risk management and management controls by providing insight and recommendations based on analyses and assessments of data and business processes.
With commitment to integrity and accountability, internal auditing provides value to governing bodies and senior management as an objective source of independent advice. Professionals called internal auditors are employed by organizations to perform the internal auditing activity


Internal Audit and Fraud Detection

Internal auditors love fraud: detecting it and investigating it. The majority of boards and top management expect internal auditors to dedicate a fair portion of their time to auditing for fraud and performing investigations as needed.

Management should be responsible for the system of internal controls, including the ability to prevent and, as necessary, detect potential theft and fraud. Internal audit should only take on any part of this management responsibility with the prior and formal approval of the audit committee. In such cases, the responsibility of internal audit should be a secondary role in detection while management remains responsible for the primary detection role and fully responsible for prevention.

Internal audit can play a role where they are like the sweeper on a football team. They can use analytics and similar tools to sweep up any potential theft or fraud that has evaded the preventive and detective controls of management. If and when internal audit detects a fraud or theft, they should work with management to strengthen their defenses.


As organisations work towards reducing the losses due to fraud, their anti-fraud programmes are increasingly looking towards the internal audit function for support in light of the fact that over time as internal auditors review systems in the organisation, they develop an overall knowledge of the organisation’s processes, risks, control systems and personnel which can contribute to an effective fraud risk management.

Internal audit can also contribute their expert knowledge by helping management with a fraud risk analysis.

Studies have shown that organizations with an internal audit function were more likely than those without such a function to detect fraud within their organizations. Further, organizations that relied solely on outsourcing for their internal audit function were less likely to detect fraud than those that undertake at least part of their internal audit function themselves. 
This provides evidence that internal audit adds value through improving the control and monitoring environment within organizations to detect fraud. These results also suggest that keeping the internal audit function within the organization is more effective than outsourcing that function.


iv. What is the commanding approach in fraud detection?

Commanding approach is an authoritative approach clearly stating that if someone steals they will be caught and fired from their job.  

This approach has less focus on preventing fraud by means of controls and check. It instead uses the threat of being caught and fired as prevention.

In such a case, the management itself would be shocked to learn that someone had committed a fraud.

Potential issues  with the Commanding Approach

As we learnt in Unit 3, there are different types of fraudster. These range from situation dependent criminals to calculating criminals and power brokers.

The lack of preventative measures such as segregation of controls, employee screening during recruitment and physical controls may create opportunities for fraudsters, depending on their psychology and risk perception.

According to criminologists, psychologists, sociologists, risk managers, auditors and police, there are twenty-five main reasons for white-collar crimes. Some of these are listed below:

· The perception of being able to get away with fraud.
· Human nature is weak and vulnerable to criminal temptations.
· The desperate belief of an employee that he/she needs the stolen money or articles.
· The employee steals because he/she wants to beat the organization.
· The employee is a compulsive thief.
· In today’s world, employees have weak morals and ethics.


If the potential gain from fraud is significant, a fraudster may decide that the risk of being caught and being fired is worth the potential gain. 

Some fraudsters are desperate and may be so focused on their financial problems that they may not think too much about the penalty.

I think that the fraud policy should also include preventative controls and checks to reduce the ease at which fraud can be committed. (In addition to the organisations protocols for investigating and where appropriate prosecuting for fraud.) 


v. What is the difference between precautionary approach and detective approach?

Internal controls are broadly defined into one of two categories: precautionary or detective.
Precautionary (Preventative) controls
Precautionary internal controls are policies and procedures that do not allow certain events to occur. Preventative internal controls are proactive and the first line of defense in a financial accounting system. 
Precautionary Controls are designed to discourage errors or irregularities from occurring. They are proactive controls that help to ensure departmental objectives are being met.
Examples of precautionary controls are:
· Recruitment screening
· Segregation of duties
· Duel sign off
· Procedures for change of supplier bank details
· Password controlled access
· Access to assets, equipment and cash
· High level review of Payroll before payment run
Detective
Detective Controls are designed to find errors or irregularities after they have occurred.
They are the backup procedures that ensure the preventative internal controls are operating as intended. Items or events missed by the first line of defense have the potential to be caught by this second set of controls.
Examples of detective controls are:
· Internal audit
· External audit
· Physical Inventories
· Accounting Controls
· Review of performance measure the extent to which goals and objectives are being achieved and to identify unexpected results or unusual conditions that require follow-up 
· Management Accounting ie, budget v actual comparison
· Managers detailed review and sign off of payroll charges in ledger (after payment)
Differences (Precautionary and Detective)

The main difference is that Precautionary controls are aimed at stopping fraud occurring, whereas detective controls are aimed at find fraud after the fact.

In regard to physical asset, a preventative control would be limiting access to the asset, whereas a detective control would be an asset inventory check.

With regard to payments, a preventative control would be segregation of duties, whereas a detective control is checking actuals against prior year or budget.


How are these approaches used for fraud detection?

Both types of controls are essential to an effective internal control system. From a quality standpoint, preventive controls are essential because they are proactive and emphasize quality. However, detective controls play a critical role by providing evidence that the preventive controls are functioning as intended.


vi. Explain what the term ‘internal controls’ means. Name some internal control
activities that organisations can adopt in order to prevent fraud activities.


Definition of Internal Controls (Wikepedia)

Internal control, as defined in accounting and auditing, is a process for assuring achievement of an organization's objectives in operational effectiveness and efficiency, reliable financial reporting, and compliance with laws, regulations and policies. 

A broad concept, internal control involves everything that controls risks to an organization.

Internal controls are methods put in place by a company to ensure the integrity of financial and accounting information, meet operational and profitability targets, and transmit management policies throughout the organization. 

Internal controls work best when they are applied to multiple divisions and deal with the interactions between the various business departments. 

No two systems of internal controls are identical, but many core philosophies regarding financial integrity and accounting practices have become standard management practices.

Internal controls are procedural measures an organization adopts to protect its assets and property. Broadly defined, these measures include physical security barriers, access restriction, locks and surveillance equipment. They are more often regarded as procedures and policies that protect accounting data. company records, cash and other assets.

Good insurance is the best "last-resort" internal control a business owner can have. Coverage of loss due to employee theft may mean the difference between recovering from fraud or closing a business. Insurers often require certain specified internal controls as a prerequisite for coverage. 

An example is requiring pre-employment screening of applicants for key positions. A system of business forms to track all company transactions is an example of internal controls. Business forms create an audit trail to track sales, credits, refunds or returns of merchandise; the movement of inventory; purchasing and ordering from vendors; and receipt of cash and payments.

Many preventive controls are based on the concept of separating duties. 

Examples include prohibiting the same person from conducting related transactions such as initiating and recording transactions; making purchases and approving payments; ordering and accepting inventory; approving vendors and making payments; receiving bills and approving payments; and authorizing returns and issuing refunds. Payroll preparation and distribution duties and approving, writing and signing checks should also be done by different people. 

Examples of internal controls built around the concept of authorization, approval and verification include requiring supervisory review and approval of payroll information before disbursement, requiring interdepartmental dual authorization of payroll data by accounting and human resources departments and requiring prior approval of credit customers, vendors and purchases.

Detective controls are internal controls designed to identify problems that already exist. Audits are an example of a detective control. Monthly reconciliation of bank accounts, review and verification of refunds, reconciliation of petty cash accounts, audits of payroll disbursements or conducting physical inventory are all examples of detective controls. 

Precautionary and detective controls are often required in combination to provide sufficient protection. Computer systems require preventive controls through acceptable use and access control. Computer usage logs must be kept. Logs are a form of detective control to be reviewed and audited at regular intervals.


2. Discuss the important points that should be considered when developing fraud policy.

There should be a local fraud policy, in writing and formally adopted that prohibits fraud, explains the actions that will be taken to prevent and detect fraud, and defines what sanctions will be administered when wrong doing is established. 

A good policy will: 

· Define fraud
· List examples of offenses that are prohibited
· Describe training
· Include confidentiality and safeguarding of information. This section provides that any investigation resulting from suspected irregularities will not be disclosed to outsiders, except to the appropriate law enforcement authorities. 
· Prohibit retaliation for whistleblowing. This section provides that management will not retaliate against employees who report either fraudulent or non-fraudulent irregularities. 
· Describe actions taken in fraud investigations
· Detail audit measures and anti-fraud controls and how these are implemented
· Describe ways to resolve fraud
· Outline employee responsibilities in regard to fraud prevention and reporting suspicious behaviour
· Require employees and contractors to report suspected fraud 
· State the organisations commitment to investigate ie, investigation policies and controls
· Define the range of administrative penalty or corrective action that is appropriate to the seriousness of the offense. 


Some of these are considered in more detail below:

Definition of Fraud for the Organisation

It is important that employees understand what is expected of them. Behavior which is acceptable in one organization may be classified as fraudulent in another.

When employees know what behavior is required, this makes it easier for the company to enforce the anti-fraud policy. If the policy is communicated, ignorance can’t be used as a defense.

The  below should be considered for inclusion:

· Dishonest or fraudulent acts
· Misappropriation of company assets
· Unauthorised use of assets eg, using company assets for personal use at the weekends
· Inappropriate handing or reporting of cash or financial transactions
· Bribery and corruption
· Earnings from insider knowledge of entity activities

Consequences of Non-Compliance

The fraud policy should include details of the follow up process for non- conformance and fraud detection. Management need to be seen to be following up as per the policy for this to act as a deterrent.

Other factor to consider when developing fraud policy:

Corporate Governance Specific Factors

Weak corporate governance has been linked to all major financial frauds. The specific fraud risk factors for the industry and organization should be considered and addressed within the fraud policy.

The tone of the organisation is set from the top. Strong corporate governance is of utmost importance in fraud prevention and should be considered in terms of the fraud policy.

Example – Mark Reilly of GlaxoSmithKline

Mr Reilly, the former head of GSK’s China operations, was given a three year suspended prison sentence and will be deported, it is understood. He was convicted of bribing non-government officials under article 164 of Chinese law.

An editorial by Chinese state news service Xinhua accused Mr Reilly of pushing a "selling-led" strategy, starting in 2009, which evolved into a "pattern of bribery". It alleged that the company based salaries and benefits on sales performance and that the finance, compliance, IT and legal department were all involved in covering up the activity.

Chinese authorities fined British drug giant GlaxoSmithKline a record Rmb3bn (£297m) and handed executive Mark Reilly a suspended prison sentence for bribing doctors.

The impact of this fraud has had far reaching consequences in terms of reputational damage, detriment to share price and consumer confidence.

This is an example of setting over-optimistic and unrealistic performance goals. Organizational objectives which revolve around achieving abnormally high profits increase their likelihood of encountering financial fraud. The company’s board of directors should avoid setting unrealistically high financial targets in order that the managers and other executives do not have to resort to fraud and deception to achieve those targets.

Limitations of Internal Controls

Regardless of the policies and procedures established by an organization, only reasonable assurance may be provided that internal controls are effective and financial information is correct. 

The effectiveness of internal controls is limited by human judgement. A business will often give high-level personnel the ability to override internal controls for operational efficiency reasons. 

Finally, internal controls can be circumvented through collusion. Employees working together may act in a manner in which internal controls cannot detect or prevent fraud from occurring.

In the case of Glaxo, collusion was identified throughout several departments.

Proactive audit measures and anti-fraud controls

Inclusions of details in regard of audit and anti-fraud controls highlight that the company is serious in its pursuit in detecting fraud. This should as a deterrent to potential fraudsters. 


Summary

The fraud policy should be an active living document. It is important that this policy is well thought out to maximize its effectiveness in fraud prevention, detection and when dealing with incidence of fraud.

Employees are often described as the eyes and ears of the company, so can be utilized in the battle against fraud.

Culture plays a significant part in fraud prevention. 


Having a fraud policy which everyone is aware should contribute to the overall culture of the organisation.
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